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Premium IT Services Boutique 

Insuring better governance, easing compliance 

and improving security. 

ü Information Security and Compliance 

ü Data Warehousing and Business Intelligence 

ü Expert IT staffing for with BI, DW and Data security 
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Information Management 

Specialists 



Exponential Data Growth  

"The toxic terabyte: How data-dumping  threatens  

business efficiency." (Global Technical Services  

whitepaper) 
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Recent Data Leaks 

Source: http://datalossdb.org 
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Sony Disaster 

Source: http://databreaches.net 
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Emerging ñEnterpriseò Technologies 
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Known ñbenefitsò: 

ÅInstant distribution 

ÅDestination unknown 

ÅGlobal coverage 

ÅToo readily available 



2011 Data Breach Investigations Report 

securityblog.verizonbusiness.com 
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Who is behind data breaches? 

92%  stemmed from external agents (+22%) 

17%  implicated insiders (-31%) 

<1%  resulted from business partners (-10%) 

9%    involved multiple parties (-18%) 

How do breaches occur? 

50%  utilized some form of hacking (+22%) 

49%  incorporated malware (+10%) 

29%   Involved physical attacks (+14%) 

17%  resulted from privilege misuse (-31%) 

11%  employed social tactics (-17%) 

What commonalities exist? 

83% of victims were targets of opportunity (<>) 

92% of attacks were not highly difficult (+7%) 

76% of all data was compromised from servers (-22%) 

86% were discovered by a third party (+25%) 

96% of breaches were avoidable through simple   

           or intermediate controls (<>) 

89% of victims subject to PCI-DSS had not  

           achieved compliance (+10%) 



How Much Does Personal Information Cost? 
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Address - $0.50  
Past Address - $9.95  

Marriage/Divorce - $7.95  
Education Background - $12.00  
Employment History - $13.00  

Phone Number - $0.25  
Unpublished Phone Number - $17.50  

Cell Phone Number - $10.00  
Social Security Number - $8.00  

Source: http://www.turbulence.org 

Your information is being sold by data brokers  
to companies and agencies everyday  

Credit History - $9.00  
Bankruptcy Information - $26.50  

Business Ownership - $9.95  
Shareholder - $1.50  

Felony - $16.00  
Lawsuit History ï $2.95  
Sex Offender - $13.00  
Drivers License - $3.00  

Voter Registration - $0.25  

Source: http://dilbert.com/strips/comic/2010-10-14/ 



Who Can Access Your Medical Records?  
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Source: http://patientprivacyrights.org/ 



Complexity of Legislative Response 
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Payment Card Industry Data Security Standard  
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