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Recent Data Leaks
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SONY DATA BREACHES - 201 |

April 26 — May 23 — June 2 —
FlayStation Metwork BMG Greece Sony Pictures
TTm names, addresses, 8,500 usemames, email I m passwords, email addresses,
ernail addresses, birthdates, addresses, phone numbers home addresses, and dates
and logins and hashed passwords of birth, plus admin login
passwords
I . I . I . |
e L
APRIL 2011 MAY . JUNE ULy
May 2.201 | — May 24— June 4 —
Sony Online Entertainment Sony Ericsson Mobile Comm. Sony Europe
24.6m customer dates of 2,000 names, email addresses, 1 20 usermames, plain test
Birth, email addresses, and and passwords passwords, mobile phaone

phone numbers

riumbers, and emails

Source: http://databreaches.net
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Known hnbenef.
A Instant distribution

A Destination unknown ¢

A Global coverage ICIOUd
A Too readily available




2011 Data Breach Investigations Report

P{,’LITIE
securityblog.verizonbusiness.com

What commonalities exist?

83 of victims were targets of opportunity (<>)

92% of attacks were not highly difficult (+7%)

76" of all data was compromised from servers (-22%)
86 were discovered by a third party (+25%)

0,
96" of breaches were avoidable through simple
or intermediate controls (<>)

What?

89% of victims subject to PCI-DSS had not
achieved compliance (+10%)

Who is behind data breaches?

92% stemmed from external agents (+22%) @

17% implicated insiders (-31%)

O5

<1% resulted from business partners (-10%) N

9% involved multiple parties (-18%)

How do breaches occur?

50%
49%
29%
17%
110/0

utilized some form of hacking (+22%)
incorporated malware (+10%)
Involved physical attacks (+14%)
resulted from privilege misuse (-31%)

employed social tactics (-17%)

O
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How Much Does Personal Information (”o

Your information is being sold by data brokers ..\ .+«
to companies and.agencies - everyday.

Address- $0.50 Credit History - $9.00
Past Address- $9.95 Bankruptcy Information - $26.50
Marriage/Divorce - $7.95 Business Ownership- $9.95
Education Background- $12.00 Shareholder- $1.50
Employment History - $13.00 Felony - $16.00
Phone Number- $0.25 Lawsuit History i $2.95
Unpublished Phone Number- $17.50 Sex Offender - $13.00
Cell Phone Number- $10.00 Drivers License- $3.00
Social Security Number- $8.00 Voter Registration - $0.25

Source: http://www.turbulence.org

CUSTOMERS ARE AND APPARENTLY THAT'S TMPOSSIBLE.
mwﬁ&mﬁéﬂaﬂ ALL OF THE BUYERS WE CHECKED EVERY
WERE TDENTITY ot
PERSONAL DATA. THIEVES. e

)

DilbertLcom  DilbertCartoonistfgmail.com
107410 ©2000 Scon Adams, Inc./Dist. by UFS, Inc.

Source: http://dilbert.com/strips/comic/2010-10-14/



Who Can Access Your Medical Records?
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Source: http://patientprivacyrights.org/
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Complexity ot Leg

Global Regulatory Initiatives (common themes)
Systemic risk oversight, Resolution authority, Consumer financial protection, Bank supervision and enforcement, Denvatives oversight, Executive compensation,
Capital and liquidity requirements, Regulatory agency reorganization, Credit ratings process, Accounting standards

European Regulatory Activities US Regulatory Activities
A 4
De Larosiere ReQUIatory
commission Restructure and Obama Administration Plan
Report Reform =

European System of v

Financial Supervisors European

(ESFS) — micro- 7| Commission J

prudential (standards +

and coordination) N /
Lisbon Treaty

Regulatory Coordination

v
Federal Reserve Board,
i . NY Federal Reserve
2
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P Yy FINRA, FDIC, Treasury,
FHFA = 3 5 ab = a ab

\ ECB, ES‘(:B and ! - Standards (data ] Ove U O o c O = =

EU Parliament infrastructure) 3
- Inventory (existing and

opean Se e gap analysis) = anspare and Accountab
- Data sharing and derivatives and asset-backed se c
= comparability
- Global coordination = dic z




Payment Card Industry Data Security Standard
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