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GRT is an Information
Management company.

Core competencies: Data Security and Compliance, Enterprise Data and
Application Integration, Business Process Management, Data
Warehousing and Business Intelligence, Master Data Management,
Advanced Analytics, ERP deployment, and Project Management




EXponent

2010: Data
doubling every
11 hours
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Recent Data Leaks
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SONY DATA BREACHES - 201 |

April 26 — May 23 — June 2 —
FlayStation Metwork BMG Greece Sony Pictures
TTm names, addresses, 8,500 usemames, email I m passwords, email addresses,
ernail addresses, birthdates, addresses, phone numbers horme addresses, and dates
and logins and hashed passwords of birth, plus admin login
passwords
I . I . I . |
e L
APRIL 2011 MAY . JUNE JuLy
May 22011 — May 24— June 4 —
Sony Online Entertainment Sony Ericsson Mobile Comm. Sony Europe
24.6m customer dates of 2,000 names, email addresses, 120 usernames, plain tesxt
Birth, email addresses, and and passwords passwords, mobile phone

phone numbers

riumbers, and emails

Source: http://databreaches.net



2011 Data Breach Investigations Report

Who is behind data breaches?

0 2% stemmed from external agents (+22%) W h O ?
177 implicated insiders (-319)

< 1 % rasulted from business partners (-10%)

Q"  involved multiple parties {-18%)

How do breaches occur?

SO“ o utilized some form of hacking (+10%)

49 % incorporated malware {+11%)]

securityblog.verizonbusiness.com o
29 9 involved physical attacks (=14%)

aQr
1 7 Y resuited from privilege misuse (-31%)
What commonalities exist?

O
0 1 ] 0 employed social tactics {-17%)
83 " of victims were targets of opportunity (<)
92 "0 of attacks were not highly difficult {+7%)

What?

86"
96
89"

How?

of all data was compromised from servers {-22%)

were discoverad by a third party (+25%)

of breaches were avoidable through simple o
intermediate controls (< >)

of victims subject to PCI-DSS had not achieved
compliance (+10%)
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Global Regulatory Initiatives (common themes)
Systemic nsk oversight, Resolution authonty, Consumer financial protection, Bank supervision and enforcement, Danvalives oversight, Execufive compansabon
Capital and liguidity requirements, Requiatory agency recrganization, Cradit ratings procass, Accounting standards

US Regulatory Activities

Regulatory
Restructure and
Reform

European System of

Financial Supervisors 1
prudential (standards c
and coordination)

Federal Reserve Board,

NY Federal Reserve

Bank, SEC, CFTC,

FINRA, FDIC, Treasury,

FHFA « Title I: Financial Stability (Financial Stability

- Standards (data Oversight Council; Office of Financial
Infrastructure) Research)
- Inventory (existing and

European Securitles
and Market Authority
(formerty CESR)

European Banking
Authority (EBA)

European Insurance
& Occupational
Pensions Authority
(EIOPA)

gap analysis) * Title VII: Transparency and Accountability

- Data sharing and

comparability
- Global coordination

(derivatives and asset-backed securities)

* Title Vill: Payment, Clearance and Settlement

Implementation Pathway (?) — DTCC, Euroclear, BIS, IMF, SWIFT,
ISO, vendors, ECB Task Force, Federal Reserve, G20




PCI Data Security Standard — High Level Overview

3. .i\ﬁask PAN when displayed (the first

Build and Maintain a 1. Install and maintain a firewall configuration to protect cardholder data
Secure Network 2. Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data 3. Protect stored cardholder data

4. Encrypt transmission of cardholder’data across open, public networks
Maintain a Vulnerability 5. Use and regularly update anti-virus sottware or programs
Management Program 6. Develop and maintain secure systems andapplications
Implement Strong Access 7. Restrict access to gardholder data by businesdneed to know
Control Measures 8. Assign a unique |D to each person with computeaccess

9. Restrict physicaf access to cardholder data
Regularly Monitor and 10. Track and moyitor all access to network resources an *
Test Networks 11. Regularly te;/s“ecurity systems and processes.

six ahg last four digits are the maximum

Maintain an Information 12.

Security Policy

Maintain a/ollcy that addresses information security | numberef di gits to be displ ayed).

Notes:

= This requirement does not apply to
employees and other parties with a
legitimate business need to see the
full PAN.

Implement Strong Access Control Measures = This requjrement does not supersede

Requirement 7: Restrict access to cardholder data by business need to know

stricter requirements in place for
displays of cardholder data—for
example, for point-of-sale (POS)
receipts.




Typical risk factors associated with data leaks and
unauthorized access:

Civil Lawsuits

Business
Expenditures and
Legal Fines

Personal Risks
Loss of Clients




Traditional Security Measures

Physical Access
Restrictions

AccessTokens,
Digital
Certificates

Sensitive Fields
Encryption

Firewalls with
Intrusion
Detection

Security
Audits

User Identity
Management

Backup
Protection

Role-based
Access Rules

Security Policy
Management
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Data Losses as aresult of Business Processes

Data Snapshots Test Datasets for
for Offshore System Upgrade
Development R
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Data masking is the process of
obscuring (masking) specific data
elements within data stores.

It ensures that sensitive data Is
replaced with realistic but not
real data.

(Wikipedia)




Ron needs new Total Comp report for his team
and asked Rochelle to make a template for it.

Corporate Policy: Managers can not retrieve compensation details
for people with a higher salary grade. S

Rochelle Li
IT Lead

Employee Compensation Details Depagfient: 10000 Manager: KUD015

KUOD10 Antonio  Santos 1 170005 5 $18,512 $8,251 S0 $26,763

KUOO11 James  Fung 0000 310015 103 $48,006 $1,042 $79,521 = $128,569

KUO012 Justin  Gala 10000 310015 8 $26,000 $3,561 $0 " $29,561

KUO013  Tina pafisco 10000 600085 8 $26,000 $2,101 s0 " $28,101

KU0D14  Rochelle &L 10000 290030 102 $42,532 $5,878 $34,790 $83,200

R Redd [kuoois  Ron Reddy 10000 290030 110 $71,390 $4,965 S0 576,355 |
on reday KUOD16 Robert  Brown 10000 102098 105 $65,810 7,112 $24,121  $97,043
Dpt. Mgr KUO017 Katherine Wells 10000 239003 9 $32,170  $2,341 $123,761 ~ $158,272

Total: $330,420 535,251 5$262,193 5627,864




Employee Compensation Details Department: 10000 Manager: KU0015

KUOO10 Antonio  Santos 10000 170005 5 $18,512 $8,251 40 $26,763
KUOD11 James Fung 10000 310015 103 $48,006 $1,042 $79,521  $128,569
KUOO12  Justin Galang 10000 310015 8 426,000 53,561 40 " 429,561
KUOD13 Tina Palisco 10000 600085 8 $26,000 $2,101 %0~ $28,101
KUOO14 Rochelle Li 10000 290030 102 $42,532 45,878 $34,790 = $83,200
KUOD15 Ron Reddy 10000 290030 110 $71,390 54,965 s0 ' 576,355 |
KUOD16 Robert  Brown 10000 102098 105 $65,810 $7,112 $24,121 = $97,043 Ronos f ul
KUOD17 Katherine Wells 10000 239003 9 $32,170 $2,341 $123,761 = $158,272

Total: $330,420 $35,251 $262,193 $627,864

Employee Compensation Details Department: 10000 Manager: Kuoo14

KUDD10 Antonio Santos 10000 170005 5 $18,512 48,251 40 426,763
KUD281  John Doe 10000 310015 6 30 30 50 " 30
KUDO12  Justin Galang 10000 310015 8 $26,000 $3,561 0 $29,561
KUDO13 Tina palisco 10000 600085 8 $26,000 $2,101 0 428,101
[kuoo1a  Rochelle L 10000 290030 102 $42,532 $5,.878 534,790  $83,200 |
KUO703  Max Harish 10000 290030 3 30 30 50 30
R ocC h e I | e )ﬁGS Barbara Gomez 10000 102098 7 50 50 Sﬂ: 50
KJooX7 Katherine wells 10000 239003 9 $32,170 $2,341 $123,761  $158,272

masked VieW Total: §145,214 $22,132 $158,551  $325,897




Three Pillars of Data Masking

P

— -

—

Discovery Masking Subsetting
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Automated search &
classification

Repeatable

Significant time and
process

cost savings

Facilitates compliance,
reduces risk

Increases accuracy,
reducing human error

Reduces manual - t o
effort — ntegrates wi ata

ramoufiangel TEE G

DATA MASKING SPECIALISTS

Prepackaged Templates
(PCI, HIPAA, etc.)




Reduces data footprint,
storage and bandwidth

Repeatable
process

Advanced filtering
capabilities

Increases accuracy,
reducing human error

Graphically view and
configure rules

Significant time

and cost savings Maintains application
and database integrity

Integrates with
data masking




Data Masking (Static and Dynamic)

High quality data,
realistic data

Facilitates compliance, Maintains application
reduces risk i and database integrity

Increases accuracy,
reducing human error

Earlier detection of
application defects

Significant time

and cost savings Repeatable

process

Reduces QA effort

© 2011 GRT Corporation 18 'EE B H T



Generators

Account Numbers, Birth Dates, Credit Card Expiry
Dates, Credit Card Numbers, Social Security Numbers

Data Load

Names, Part Numbers, Street
Addresses, Table Filter

Custom

Email Addresses, Free Form
Text, XML Documents

Mutators
Account Numbers, Birth Dates, Credit
Card Expiry Dates,
Names, Street Addresses

Algorithmic
Enumeration, Salaries, Serial
Numbers, Telephone Numbers

1

=diNDUl A0 Ek

DATA MASKING SPECIALISTS




Source Destination

Database Database
engine engine

Static data

masking
engine




Dynamic Data Masking In the

Masked data

\ application
Raw d

ata

Database
engine

LOB
application

Dynamic

data Firewall
masking with IDS
engine

Database
engine

LOB
application

Database
engine

AAA Server

LOB

application

(AD, SSO,
j Kerberos)

Security perimeter




Authentication
Module

Dynamic Data
Masking Proxy

{ ---- Tl

Application

Connections

-

DB Session

Trusted DB
Connection

Roles-2-Rules
Mapping Module
(Authorization)

\ AAA Connection




Data Masking Implementation Jmon:t:llmer o R

Show Stoppers

Application Database

Integrity Integrity

More Challenges to Consider:

x  Relationship Discovery

x Transformation Repeatability
x Centralized Rule Definition

x  Multiplatform Support



Easy

V
V

V

15-20 minutes to install
Discovery using
predefined templates
Includes library of prebuilt
transformations

Hard :

u

cC: C: C: C:

Masking strategy
Transfor mat i
Custom transformations
Complex dependencies
Best practices

on




VWny Data MaskKing?

" The entire point of data masking Is to protect yourself
from your own employees,"

says Joseph Feiman ,
a security analyst at Gartner Research .

"Attacks are coming from the outside, yes, that's true,
but also from the inside. And it's hard
to tell which type is more serious."

Gartner







Thank You

GRT Corporation

www.grtcorp.com

www.facebook.com/grtcorp

www.twitter.com/grtcorp



